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I. Honor Society Member Eligibility

a. Family Educational Rights & Privacy Act of 1974 (also known as Buckley Amendment):

i. Allows for the inspection and review of a student’s educational record by student or parent

ii. Generally, requires written permission to release any information from a student’s record except to (among others):

1. school officials with legitimate educational interest

iii. States can further limit Act provisions

iv. www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
v. Privacy in Education Fact Sheet: www.privacyrights.org/fs/fs29-education.htm
II. Honor Society as a Nonprofit Organization

a. Privacy Notices on Web

b. Responsible Information-Handling Practices Checklist: www.privacyrights.org/fs/fs12-ih2.htm
c. Online Privacy for Nonprofits: How to Protect Members’ Privacy and Personal Information: www.privacyrights.org/fs/fs28-nonprofits.htm
i. Conduct a privacy assessment about the kind of information posted online

ii. Develop a Privacy Policy

iii. Special Considerations for Electronic Mail

iv. State and Federal Privacy Laws

1. California computer security breach law – notify of security breach when name and at least one of SSN, driver’s license or CA identification card number or financial account information including financial account, credit/debit card number (www.privacy.ca.gov/recommendations/secbreach.pdf)

2. California Online Privacy Protection Act – Requires commercial web sites that collect personally identifiable information about California residents to conspicuously post its privacy policy on its web site.

3. Federal Trade Commission Act – Generally does not cover actions of nonprofits except where there is a substantial economic benefit to its members and the site is deemed commercial.

a. Tests:

i. Offering members advantageous insurance policies and preferential financing arrangements

ii. Engaging in lobbying, litigation, marketing or public relations for the benefit of its members’ interest

iii. Providing members with services such as job placement

iv. Providing members with seminars, training sessions or publications at discounted rates 

III. Other Resources**

a. Electronic Privacy Information Center – www.epic.org
b. Privacy Rights Clearinghouse – www.privacyrights.org
c. Federal laws and US codes – www.law.cornell.edu/uscode
d. Federal regulations – http://www.gpoaccess.gov/cfr/index.html
e. Federal Trade Commission Publications: “Email Address Harvesting: How Spammers Reap What You Sow” www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.htm
f. California State Laws – www.leginfo.ca.gov/calaw.html
g. Sample Online Privacy Policies

i. TRUSTe: www.truste.org/bus/pub_privacy.html and www.truste.org/bus/pub_resourceguide.html
ii. Privacy Exchange – www.privacyexchange.org/buscodes/ocp/ocp.html
iii. Organization for Economic Cooperation and Development – free questionnaire which generate a draft privacy policy for your organization – http://cs3-hq.oecd.org/scripts/pwv3/pwhome.htm
iv. BBBOnline Sample Privacy Policy – www.bbbonline.org/privacy/sample_privacy.asp
IV. Notes from Roundtable Discussion Onsite

a. Each university has its own rules regarding privacy.  

b. “Hovering” parents are asking questions about honor societies’ privacy policies.

c. Suggestion made to mention in new member brochures and materials that the organization has a privacy policy and where it can be found.

d. PayPal and similar financial service vendors are responsible for developing and adhering to responsible privacy practices.

i. Ticketmaster now has a division for nonprofits to accept online payments.

ii. Blackboard has templates for chapter web sites, which could help an honor society’s headquarters maintain some privacy accountability.

iii. NetCommunity is another vendor that provides discussion groups and encourages exchanges among members.

** Much of resource list taken from “Online Privacy for Nonprofits: How to Protect Members’ Privacy and Personal Information”: www.privacyrights.org/fs/fs28-nonprofits.htm
